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Forefront Security for Office Communications Server (Version 10) Management Pack Guide

Document Version

This guide was written based on the 10.2.321.0 version of the Forefront Security for Office Communications Server (Version 10) Management Pack.

Revision History
	Release Date
	Changes

	October 9, 2009
	Original release of this guide


Introduction to the Forefront Security for Office Communications Server (Version 10) Management Pack

Getting the Latest Management Pack and Documentation

You can find the Forefront Security for Office Communications Server (Version 10) Management Pack in the System Center Operations Manager 2007 Catalog (http://go.microsoft.com/fwlink/?LinkId=82105).

Supported Configurations

· This release of the Forefront Security for Office Communications Server (Version 10) management pack is supported for use with both System Center Operations Manager 2007 Service Pack 1 as well as System Center Operations Manager 2007 R2 both 32-bit and 64-bit editions.  A corresponding agent is also required on the monitored machines.
NOTE: Microsoft Operations Manger (MOM) 2005 is not supported.  The RTM version of Operations Manager 2007 is also not supported.

· This management pack monitors Forefront Security for Office Communications Server (Version 10) on all supported platforms: Windows Server 2003 and Windows Server 2008 both 32-bit and 64-bit.
NOTE: Using this management pack to monitor Forefront Security for Exchange or Forefront Security for SharePoint is not supported.

· This management pack is available only in English, but it can be used to monitor localized releases of Forefront Security for Office Communications Server (Version 10).

· Agentless monitoring is not supported.
Getting Started

All Forefront Security for Office Communications Server (Version 10) monitoring requires an Operations Manager 2007 SP1 or Operations Manager 2007 R2 agent installed on all Forefront Security for Office Communications Server (Version 10) server roles.  Agentless monitoring is not supported.  If you are monitoring Edge servers in a perimeter network (DMZ), which are non-domain joined, please ensure that the Operations Manager agent server authentication and connectivity is established.

This section describes the actions you should take before you import the management pack, any steps you should take after you import the management pack, and information about customizations.

Files in This Management Pack

The Forefront Security for Office Communications Server (Version 10) Management Pack includes the following files:

· Microsoft.ForefrontServer10.Library.mp

· Microsoft.ForefrontServer10.FSOCS.mp

· OM2007_MP_FSOCS10.doc

· EULA.rtf

Recommended Additional Management Packs

· Windows Server Operating System Management Pack (Windows Server 2003 and/or 2008) http://www.microsoft.com/downloads/details.aspx?FamilyId=3529D233-5E3E-4B51-8F66-5D6F27005EC3&amp;displaylang=en
· And one or both of the following (depending on the environment):

· Office Communications Server 2007 R2 Management Pack
http://www.microsoft.com/downloads/details.aspx?FamilyID=0fca3752-76d4-42f3-9241-a663e40c1e2c&displaylang=en
· Microsoft Office Communications Server 2007 Management Pack
http://www.microsoft.com/downloads/details.aspx?familyid=a1832431-54b7-4070-9b10-14efb231ff0c&displaylang=en
How to Import the Forefront Security for Office Communications Server (Version 10) Management Pack

For instructions about importing a management pack, see How to Import a Management Pack in Operations Manager 2007 (http://go.microsoft.com/fwlink/?LinkId=142351).

After the Forefront Security for Office Communications Server (Version 10) management pack is imported, it is recommended to create a new dedicated management pack for overrides and other customizations.
Create a New Management Pack for Customizations

Most vendor management packs are sealed so that you cannot change any of the original settings in the management pack file. However, you can create customizations, such as overrides or new monitoring objects, and save them to a different management pack. By default, Operations Manager 2007 saves all customizations to the Default Management Pack. As a best practice, you should instead create a separate management pack for each sealed management pack you want to customize.

Creating a new management pack for storing overrides has the following advantages: 

· It simplifies the process of exporting customizations that were created in your test and pre-production environments to your production environment. For example, instead of exporting the Default Management Pack that contains customizations from multiple management packs, you can export just the management pack that contains customizations of a single management pack.

· You can delete the original management pack without first needing to delete the Default Management Pack. A management pack that contains customizations is dependent on the original management pack. This dependency requires you to delete the management pack with customizations before you can delete the original management pack. If all of your customizations are saved to the Default Management Pack, you must delete the Default Management Pack before you can delete an original management pack. If you delete the Default Management Pack, all of your customizations will be lost.
· It is easier to track and update customizations to individual management packs.

For more information about sealed and unsealed management packs, see Management Pack Formats (http://go.microsoft.com/fwlink/?LinkId=108355). For more information about management pack customizations and the Default Management Pack, see About Management Packs in Operations Manager 2007 (http://go.microsoft.com/fwlink/?LinkId=108356).

Optional Configuration

Enabling Performance Threshold Rules

It is very difficult to deliver a performance threshold rule that is suitable for most environments; therefore, performance threshold rules are not included in this management pack. It is recommended to create customized and tailored rules for your environment.  Before you enable a performance threshold rule, you should baseline the relevant performance counters and then apply the appropriate overrides to define and enable a suitable threshold for your environment and/or on a per server basis.
For more information, see How to Override a Monitor (http://go.microsoft.com/fwlink/?LinkId=108556).

Security Considerations

You may need to customize your management pack. Certain accounts cannot be run in a low-privilege environment or must have minimum permissions.

Low-Privilege Environments

The Forefront Security for Office Communications Server (Version 10) Management Pack requires a System Center Operations Manager 2007 SP1 agent running with the "Local System" privilege as the Agent Action Account. Running the agent as a different lower privileged account is not supported.
Understanding Management Pack Operations

The Forefront Security for Office Communications Server (Version 10) Management Pack monitors the 4 key component areas of Forefront Security for Office Communications Server (Version 10). 

1) Licensing

2) Engine Updates

3) Scan Jobs

4) Services
Objects the Management Pack Discovers

The Forefront Security for Office Communications Server (Version 10) Management Pack discovers the object types described in the following table. 

	Category
	Object Type

	Forefront Security for Office Communications Server
	FSS Server Role

	Forefront Security for Office Communications Server
	FSOCS Server

	Forefront Security for Office Communications Server
	FSOCS Licensing

	Forefront Security for Office Communications Server
	FSOCS Scan Engines

	Forefront Security for Office Communications Server
	FSOCS Antimalware Engines

	Forefront Security for Office Communications Server
	FSOCS Scan Jobs

	Forefront Security for Office Communications Server
	FSOCS IM Scan Job

	Forefront Security for Office Communications Server
	FSOCS Services

	Forefront Security for Office Communications Server
	FSOCS Controller Service

	Forefront Security for Office Communications Server
	FSOCS RTC Proxy Service

	Forefront Security for Office Communications Server
	FSOCS Mail Pickup Service


Use the following procedure to enable or disable automatic discovery. The procedure disables discovery of the FSOCS Server as an example.

To use an override to change the setting for automatic discovery

	1.
In the Authoring pane, expand Management Pack Objects, and then click Object Discoveries.

2.
On the Operations Manager toolbar, click Scope, and then filter the objects that appear in the details pane to include only Forefront objects.

3.
In the Operations Manager toolbar, use the Scope button to filter the list of objects, and then click FSOCS Server.

Note 

In Operations Manager 2007 R2, click Change Scope.

4.
On the Operations Manager toolbar, click Overrides, click Override the Object Discovery, and then click For all objects of type: FSS Server Role.

5.
In the Overrides Properties dialog box, click the Override box for the Enabled parameter. 

6.
Under Management Pack, click New to create an unsealed version of the management pack, and then click OK, or select an unsealed management pack that you previously created in which to save this override. As a best practice, you should not save overrides to the Default Management Pack.


After you change the override setting, the object type will automatically be undiscovered and will no longer appear in the Monitoring pane under Forefront Security for Office Communications Server.

Classes

The following diagram shows the classes defined in this management pack. Shaded boxes indicate classes that are defined in other management packs; the management pack that defines a class is listed in parentheses.
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How Health Rolls Up

The following diagram shows how the health states of components roll up in this management pack.
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Key Monitoring Scenarios

This management pack monitors the four key component areas of Forefront Security for Office Communications Server (Version 10).  In doing so, it allows the operations manager to easily answer the following questions:

· Are the scan jobs running?

· How are the scan jobs performing? Are they overloaded or trending towards load?

· Are the services up and running?

· Are the engines updated?

· Is the license valid or nearing the end of its term?
Troubleshooting

Problem: Forefront Security for Office Communications Server (Version 10) servers do not show up in the Operations Manager?

In some cases, after importing the Forefront Security for Office Communications Server (Version 10) management pack, it can take up to 8 hours to discover Forefront Security for Office Communications Server (Version 10) servers.
Appendix: Scripts

The following scripts are included in this management pack.

	Script
	Purpose
	Rule/Task

	FSOCS10Discovery.js
	Discovers all objects associated with an instance of  Forefront Security for Office Communications Server (Version 10)
	Discover Forefront Security for Office Communications Server (Version 10) and Components

	FSOCS10RestartServices.js
	Recycles Forefront Security for Office Communications Server (Version 10) services
	Stops Forefront Security for Office Communications Server (Version 10) services and then starts them.  The task may complete before services actually restart.  The following services are stopped in order and then started in reverse: RTCSrv, ForefrontRTCProxy, FSCController.
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